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Abstract  

Enterprise Content Management (ECM) applications are 

an important component of many critical business 

processes within global enterprises. Therefore it is 

critical that these applications deliver consistent and 

excellent service levels to the users and other IT 

processes that rely upon them. While most organizations 

have a variety of monitoring tools that are used to 

instrument the network, server, and systems software 

that supports these applications, most enterprises still 

rely upon òapplication babysittingó by skilled 

applications support professionals to ensure consistent 

service levels and to rapidly respond to issues.  

   
This paper defines the requirements that ECM customers 

look for in a monitoring solution, explains what each 

category of infrastructure monitoring tools does and the 

extent to which each addresses the requirements, and 

makes recommendations on what the òideal solutionó 

should include. Reveille Software is then introduced as a 

vendor of a solution that specifically addresses not only 

the requirements of the ideal solution but also the 

issues that are un-addressed by the infrastructure 

monitoring vendors.  
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ECM Applications and Critical Business 
Processes  

Enterprise Content Management (ECM) applications play 

a critical role in the automation and management of a 

wide variety of important business processes in global 

enterprises today. Some examples of the roles that ECM 

applications play are:  

 

A global provider of insurance services user EMC® 

Documentum® D5 and EMC Captiva® InputAccel® to 

support its Claim Processing and Order Fulfillment 

processes.  

 

A global air freight company uses Documentum D5 

and D6, as well as Kofax Capture and Microsoft 

SharePoint in its aviation repair and operations 

processes.  

 

A global semi-conductor manufacturer uses 

Documentum D5 and Microsoft SharePoint to 

support all of its compliance initiatives and 

processes.  

 

A global airline uses Documentum D5 and D6, as 

well as Captiva InputAccel and Microsoft 

SharePoint, to manage the documentation of all 

maintenance operations.  

 

A global pharmaceutical company uses Documentum 

D5 and D6 as well as Captiva InputAccel and 

Microsoft SharePoint to manage the submission 

documentation for all products under development 

to regulatory authorities worldwide.  

 

In all of the above cases, as well as in thousands of 

other examples worldwide, enterprises rely upon the 

effective and efficient operation of ECM applications to 

support or automate business critical processes.  

 

As these applications continue to grow in deployment 

and their uses become increasingly mission-critical, 

ensuring a consistent level of application performance 

and end-user experience is becoming a more demanding 

part of IT infrastructure support. Application failure or 

performance degradation can have a significant, 

immediate, and at times irrecoverable, impact on 

business metrics. Without the proper tools and processes 

in place, organizations can easily find themselves in the 

difficult and costly position of relying on òapplication 

babysittingó by trained support staff to avoid these 

costly issues. Implementing a comprehensive application 

monitoring strategy, backed by the right monitoring 

toolset, can help companies identify and often avoid 

reliance on manual problem identification and 

resolution.  

 
Requirements for Effective ECM 
Application Monitoring  

Since ECM applications are used to automate and 

support critical business processes, these applications 

need to be monitored with focused solutions that ensure 

that committed and required applications service levels 

are met. An effective ECM monitoring solution should 

meet the following requirements:  

 

1. Monitoring should focus upon the application 

itself - This includes the processes and application 

interfaces that comprise the application, not just 

the infrastructure for the application. There are 

plenty of solutions available that monitor the 

networks, servers, and systems software that 

support these applications ð and most enterprises 

already have such infrastructure monitoring 

solutions in place.  

 

2. The application should be monitored from end -to -

end - All ECM applications have modules that 

interact with users (typically with a web server), 

modules where business logic is implemented 

(typically in an applications server), and modules 

that interact with back -end file and data stores. An 

effective application monitoring solution should 

understand all of the modules that comprise the 

supported ECM applications, and also understand 

(and monitor) all of the linkages between the 

modules.  

 

3. Business metrics should be included - There is also 

great value in monitoring how the business activity 

supported by the application is being impacted by 



 4 Ensuring Service Levels for Enterprise Content Management Applications 

the application itself. For example, monitoring the 

number of completed orders per hour, the number 

of active scanning workstations, or the number of 

active users, provides administrators with critical 

context to the nature of a problem and facilitates 

faster diagnosis and remediation.  

 

4. Applications are compound - Since no application 

is an island, and since ECM applications are typically 

themselves part of larger compound applications 

that are stitched together via web services, the 

monitoring solution should be able to monitor not 

only the interfaces where the ECM application 

receives work or transactions from upstream 

applications, but also the interfaces where it 

delivers completed work to downstream 

applications. In cases where the ECM application 

relies upon other products like Exchange or 

Blackberry services, the solution should be easily 

extensible to cover these as well.  

 

5. Actual end -user experience is critical - An 

appropriate end user monitoring solution should 

capture real end user transactions as they hit the 

presentation layer of the system (the web server), 

in order to be able to òcover the waterfrontó of all 

transactions generated by all users. The use of 

scripts to simulate end user activity represents only 

a partial solution for end user monitoring.  

 

6. Business and IT should be supported - An 

application monitoring solution must at the 

minimum support two constituents ð the team that 

supports the application, and the line of business 

managers whose key processes are supported by the 

application. Therefore both SLA and business level 

dashboards, as well as reports are needed to 

support both of these stakeholders.  

 

7. Monitoring should include diagnoses and repair 

capabilities - Monitoring alone is not enough. In 

order for an ECM application management solution 

to pay for itself via a hard dollar ROI, it must allow 

expensive application architects to be deployed out 

of òapplication babysittingó roles, and into roles 

that deepen and broaden the impact of the ECM 

application upon the enterprise. Therefore, the 

ideal solution should include logic to determine the 

root cause of issues found via monitoring, the 

ability to configure who should receive problem 

notifications, automated escalation procedures, and 

in many cases the ability to execute scripts (upon 

approval of authorized administrators or 

automatically) that fix these problems once their 

cause is isolated.  

 

8. Implementation should be easy - A cost-effective 

ECM monitoring solution should be easy to 

implement and easy to maintain. Instead of taking 

months or years to complete an implementation, 

such a solution should be easily implemented in a 

week or less. It should not require the installation 

of agents upon servers or end user workstations, 

and should come with templates or profiles that are 

pre-configured for popular ECM applications to 

simplify the construction of the monitoring scripts 

or tests.  

 

The Role of Existing Infrastructure 
Monitors  

Every enterprise has many different types of monitoring 

products already in use. These products come from a 

large variety of vendors, some focused on the entire 

infrastructure and some focused just on one aspect of 

it. However, all of the products that are in use within a 

typical enterprise generally have the following elements 

in common:  

 

1. IT Focus - These tools are focused on teams in IT 

Operations who support one or more aspects of the 

infrastructure that IT is responsible for. These tools 

range from broad frameworks like products from 

IBM, CA, HP, and BMC, to products that support a 

specific aspect of the infrastructure. like tools from 

Quest and Oracle. that are focused on database 

servers.  

 

2. Infrastructure Centric - Infrastructure tools are 

focused on the availability and performance of the 

infrastructure components that they monitor. 
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Frameworks look at networks and servers end-to-

end. Server-focused products look at the availability 

of resources like CPU, memory, disk, and network 

on a server, and generally only monitor applications 

as processes running on one or more servers.  

 

3. Broad Network View ð Network-focused tools either 

look broadly at the availability of the network end -

to-end or look deeply into how applications are 

using the network from a bandwidth and latency 

perspective.  

 

Reveille Solution Overview  

Reveille Experience and Performance Manager (EPM) is a 

comprehensive system designed to monitor the key 

components, processes and actual end-user experience 

that comprise ECM applications to automatically 

diagnose the root cause of issues, and then either 

automatically run remediation scripts or notify the 

appropriate personnel.  

 

Unlike traditional infrastructure monitoring tools, 

Reveille EPM provides monitoring, diagnostics and 

remediation for ECM applications, components, 

processes and actual end-user activity. Reveille EPM is 

typically implemented in combination with an 

infrastructure monitoring tool and the resulting 

combination provides an end -to-end picture to the IT 

operations team.  

 

Reveille has developed Management Consoles that 

include pre -built wizards that support a wide variety of 

popular ECM applications, including EMC Documentum 

D5 and D6, EMC Captiva InputAccel, IBM Content 

Manager, Kofax Capture and Microsoft SharePoint. 

Reveille monitoring for ôout-of-the-boxõ applications, 

such as Microsoft Exchange and Blackberry Enterprise 

Server, and non-packaged custom applications is also 

available.  

 

An architectural overview of Reveille is depicted in 

Figure 1.  
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Figure 1 - Reveille Architecture  


